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int func(void)

{

return |;
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BOOL WINAPI CPyptGenRandnm{

_In_ HCRYPTPROV hProv,
_In_ DWORD duwlen,
_TInout_ BYTE *pbBuffer
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Argument”

Random:

Seed’




A g D g AN Sk Lows b‘ " 4 3! ?-'?. ‘
[V CERTTS Ip T ST Eod lfﬂjf%ﬁ

S o3l Balal Culy peme sl 4y BBl555 U

U Sl S el LS el T S, e sliS L S hProv
LT s 54 5 « CryptAcquireContext()

ol i35 40 s slas dwlen

dwlen ool slis ojlbles Ll Blis o ol stbastle glacsl sdusoil s ik pb??ffer

Q 2 b

w‘ebd‘)‘obw\bybwbwwu)\% f).ifuk.e

#include <windows.h>

#include <wincrypt.h>

#include <iostream> §;§>

int main(void) Q\\

; )
HCRYPTPROV prov; r\\gbh
CryptAcquireContext (&prov, NULL, NULL, PROV_RSA FULL, 0);
long int 1i = 0; f§§2?/
CryptGenRandom (prov, sizeof(li), (BYTE *)&li);
printf ("Random number: $1d\n", 1i);

return 0O;
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#include <iostream>

int main(void)

{
int sw = 0;
std::cin >> sw;
switch (sw)

{
int 1 = 4;
case (: t%?
i=17; Q

default:
printf ("%d",1i);

} 2
return 0; (S
} f!;);
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#include <iostream>

oo N4

int main(void)
{ N
int sw = 0;
std::cin >> sw;
int i = 4;
switch (sw)
{
case (:
i=17;
default:
printf ("%d",1i);
}

return 0O;
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#include <stdexcept> §

int fact(int i) noexcept (false) { é%*
if (1 < 0) { g;;;z;
throw std::domain_error("i must be >=0");
\Y

} ﬁ
static const int cache[] = { §§\
fact (0), fact(l), fact(2), fact(3), fact(4), fact (5),
fact (¢), fact(7), fact(8), fact(9), fact(l10), fact (11),
fact (12), fact(l3), fact(l4), fact(l5), fact(lo)
&

}; o™=

if (i < (sizeof(cache) / sizeof(int))) {
return cachel[i]; K?;/

}

return i > 0 ? i * fact (i - 1) : 1;

} N\
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#include <stdexcept>

int fact(int i) noexcept (false) {
if (1 < 0) {
throw std::domain_error("i must be >=0");

}

static int cache[17]; n% g

if (i < (sizeof(cache) / sizeof(int))) {
if (0 == cache[i]) { 9
cache[i]l] =1 > 0 ? 1 * fact(i - 1) : 1;
} %u“
@ 0

return cachel[i];

}

return i > 0 ? i * fact(i - 1) : 1; E§§$
} N
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Zero-Initialized*
Lazy Initialization"
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//a.h
struct a
{

int member; %
}; n%
//b.h

#include "a.h"

//c.c %
#include "a.h" ¥Z£>

#include "b.h"
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//a.h A\
#ifdef A H

#define iiH ‘:‘E &

struct a %
{ 7
int member\

}s
|
#endif &
N
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//a.h

#pragma once

52

{

int member;

};
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Message-Digest Algorithm™

Secure Hash Algorithm*
Symmetric Key™
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Digital Signature Algorithm™
Digital Signature Standard™
Binary-to-Text Encode™
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int main (void)/

C O )
int a;
float b;
char c;
bool d;
return 0;

Fundamental Data Types™

Initialization™
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Mame Value Type
@ a 561899 int
@ b 9275e-0392DEN  float
¥ et char
@ d true (116) bool
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int main (void) ii/unv
{

int a = int();
float b = float(); \@9
char ¢ = char(); @
bool d = bool();
return 0O; Do %
} N&
Q
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Mame Value Type
[ 0 int
@ b 0.000000000 float
@ C IRt char
F ed falze kool
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int main (void)

{
int a[5];
float b[5];
char c[5];
bool d[5];
return O;

}

:QM\ﬁ;o)ng.ls%gjf

MName Value Type
@ a  (uDDe9f9ec {15333948, 16008761, 1, 17875368, 17872688} int[3]
@ b OxD0e%fec {2.14874378e-038, 2.24330522e-038, 1.401e-0452DEN, 2,65875644e-038, 2.65800535e-038} float[5]
[ @ c OwD0ef3ec "< 0" Q, ~ char[3]
o d OeD0eSf9ec {true (60, true (230), true (233), false, true (37)} bool[5]
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int main (void)

{
int a[5] = {};
float b[5] = {};
char c[5] = {};
bool d[5] = {};

return 0; & b o
}
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MName Value Type
[ e a  (eD09cfad0 {0 0,00 0} int[3]
§[> @ b (eD09cfa54 {0.000000000, 0.000000000, 0000000000, 0.000000000, 0.000000000}  float[5]
[ @ ¢ (ull89cfasd ™ & - char[3]
Uvb @ d  (wel09cfaid {false, falze, false, falze, falze} bool[3]
-
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int main (void) \>§JJ
{ / Q
const int a = 1;
int* = const cast<int*>(&a);

*b: ;

return 0O;
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Ea 2 const int

\‘® Pow b 00018900 {2} int*

Const Cast™

Attributes*




ale 28
B Y o o B o
dA;.u‘p:w ,;;:,Lu (SRS Ol o ‘ s

05,5 7S ¥ o OF Jltde Lol ol Sl e sde G @ 4l gl 358 e sdalie oS £ 80ks
e
A= B romen g o3l 75 G50 I el at 03 S Sl ZEs L const_cast ;i eslazal s

55 (695 CONSL_Cast el 5l OIS




A 5,08y A Lws C"j& “;ﬂb \:*S‘;j

(At g g3 e

N Sl 0

ddgl A a8 o)
'Y o rb ch)LiJ &Q)M Q’l‘};’é‘)" c.)u.\::b ails 4»:.‘)‘ L}.QJJU\:LA Jsib ;GJ“J.*J Qlﬂ) BE) LA;OJL:J‘

*?“d‘
o] 4\,\5‘5\ u.é.{)‘.)uu d)&;o)l.w‘ g_.bjsujs
int main (void)

{ ﬁ?
int *a;

float *b;
char *c; E§€>
bool *d; Q\\
return 0; EE
} %
=)

\j’/ il 5 Do YU US aabad o &

b

MName Value Type

@ a (0103998 {0x0103f9a0} int *

o b (k0103998 {2.42399971e-038) float *

Fowoc 0103998 " Dudiwl=Hufu a3 107" Q4 ~ char™

b @ d 0x0103f998 {true (Oxa0)} bool *

u \\\’/DU

& Sl dde e 5 S sl oJ L sl asll gladsl ol asjlaie 4 5L Sojlal axslor
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int main (void)

(AN N
int *a = new int();
float *b = new float();
char *c = new char();
bool *d = new bool();
return 0O;

Pointer®
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Mame Value Type

P @ a  (e008dc230 (00000000} int *

@ b (x008d7e10 {0.000000000 float®

@ ¢ Oe008dT7e30™ Q - char*

@ d  Oe008dddcl {falze} bool *
plowil T alasl> Gl Ll 5 5,8 o g Halabls arass ¢ Jas oyl plomil L 45 il w%?gs
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int main (void)
{ 0"
char *ptr = nullptr;
return 0O;
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: e ptr (00000000 <MNULL=
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Memory Allocation*"
Memory Deallocation®”

Null Pointer**
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int main (void) :ESP
{

int *a = nullptr;

e
: .
int *b; iﬂt\n
*ph = *g3;
return 0; Q\\
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S~
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int main (void)g

{ \\VO\
int *a = nullptr;
int *b;
if (a '= nullptr)
*h = %3
return 0O;
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NullPointer Dereference®®
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int main (void) :555‘
f 2

char *a = new char[10];

*a = char()

delete[] a; %
return 0O;
} niw%

il e 5 o sen Seolil s delete ol > 51 L3
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e a I1cTeld™ - char™
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@11C7EL2 CD CD
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Dangling Pointer**
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P a Ox011c7eld "ipipipipipipipit & = char®
@11C7EL® EE
@11C7ELL ??

@11C7EL2 EE
@811C7EL3 2?

@11C7EL4 EE
@11C7ELS ??

@11C7EL6 EE
@811C7EL7 ??

B11C7ELS EE
B11C7EL9 ??
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int *ptrFunc(void)

( <
int a = int();

return &a;

} n°

int main (void)

{

int *ptr = ptrFunc();
return 0;

} 2‘2 o
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Use-After-Free
Virtual Function*
Virtual Method Table (vtable)*
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int main (void)
{
char *a = new char[10];
*a = char()
delete[] a;
a = NULL;
return 0;
}
LS)LM:L;@JL)AJJUJ“U Jy&dhﬂ;c)b\y)&)‘Q&LNULL)\O.}M‘Y‘J %)J
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int main (void)

{ %
char *ptr; 2527
return O; Q\\
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Dangling Pointer Nullification>
Wild Pointer®'

YO



aladigh Ko Lil  e-e

LS e gileand Soslal jid S Lk e °Vu.o\}:3\ 0303 & S dad pa gla So Ll
Sy 4 S phaas] Ol Plu= gl dadge gla So il 5l eslizad Lol Glaal 51 S

WLAJSOJL..«‘ )‘ ‘f& O.}Lﬂ-\-\.ﬂ‘ )‘ ‘.;..»:Ls eJ\A‘

)\f&f@bj}b‘)bblﬁ Q‘sz‘)j_g @bijAMMJLAL;JJ)Wﬁ% Lw\

Ly&d@‘wﬁ@bﬁM)LJQ)JJ)JLS)P-UJMMLAL; MJJA

o G S 5 Slas 5 Liea Jgeme gl Soslil 4 Cond (g i %‘p‘}a sla SojLal
jclﬁdj:s‘v\})‘ L5)|>)J.°J€‘.’ M)L:.:4S&LAMLJJJJ LQQT)‘ oalaul ‘JJ JL;)MA 6U;OJLA‘W

unique_ptr -\
5| wﬁl?- LAS - BE) Léﬁc)u‘ )‘ Lwd U'l\

@laslulal s auto_ptr - Kl 5 aslh Sk K

L@J;o)u\ C).v u.a‘ Jw.IJLLfa o (SR S

NS
.W\JJ

a shared_ptr -y
J&;; 4 J§OJL~;‘ &'i « QL(AJ E) C,...u| Mo.L..:o:‘J Cl;-)‘ L;;)LQ...: er)Lil c;e)l..ﬂ Zj.’ U'l‘

)

ﬁqﬁwux@amu s 4 355 0 o 3l S 3 e Syl cyls 1) S

\% Ay esgdome Sl l g es S

E

5

Smart Pointer®”
Abstract Data Type®"
Memory Management**
Bound Checking®

Reference-Counted®*
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int main (void)
#include <memory>

int main (void) @E

{

std::unique ptr<int> a(new int()); E§g>
int *b = new int () ; Q\\
*a = 1; E@
*b = 1; %
a.release();
delete[] b;
return O;
}
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int *i new int();
std::shared ptr<int> pl(i):;

std::shared ptr<int> p2(i);

=
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std::shared ptr<int> pl = std::make shared<int>(); \\\
std::shared ptr<int> p2(pl); %@ S
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void memory leak (voi<‘i)>ﬁ>
{ NSV
int *a = new int();

*a = 1\ ™Y
} &
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Q
uﬁxl}\@# Fon el 5 ki slosT MEMOTY_leak wb olel 51 dey @ Ja 5 oho Ll ol

@ .Jﬁ&dﬂ@oqabju\mj‘é)uﬁo)u‘&@aﬁo)L;‘W.bﬁda

Memory Leak*
Out Of Scope**
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void memory leak(void)

{
int *a = (int*)std::malloc(sizeof(int));
*a = 1;

}

free 51 Ll ceomen 58 eslizal ladisn gls So lal 51 01y oo il i 35,0 5l 6,8 g (gl
il yapass bl gsluslsl ol delete s malloc() Law s asl jarass il %@f
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void memory leak(void)

{ int *a = new int(); :sgi\
I %

o

delete[] a;

} %

1

void memory leak(void)

{

int *a = (int*)std::malloc(sizeof(int));

*a = ; \.SQV
free(a) ; Q\;EzVH/
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Allocator™
Deallocator™
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Allocator

operator new()/new
operator new[] () /new[]
placement cperator new()

allocator<T>::allocate ()

std: imalloc(), std: :calloc (),

std::realloc()

std::get temporary buffer()

Deallocator

ocperator delete()/delete
operator delete[] () /delete]]
MAA

allocator<T>::deallocate ()

std::free() E%

std::return temporary buffer()

E@
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\5§uu
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https://securecoding.cert.org/confluence/display/cplusplus/MEM51-*

CPP.+Properly+deallocate+dynamically+allocated+resources
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https://securecoding.cert.org/confluence/display/cplusplus/MEM51-CPP.+Properly+deallocate+dynamically+allocated+resources
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Allocator

malloc()

realloc()

Localilloc()

LocalBelRlloc()
Globalilloci)
GlobalBelklloc()
Virtualflloci)
VirtualfllocEx()
VirtualfllocExMNuma ()
BllocateUserPhy=sicalPages ()
ZllocateUserPhysical Pagesiuma ()
Heaphlloc()

HeapReRlloc ()

W
NG

Deallocator

free ()

free ()

LocalFree ()

LocalFree () t%?
GlobalFree ()
GlobalFree ()
VirtualFree()
VirtualFreeEx ()
VirtualFreeEx ()
FreeUserPhysicalPages ()
FreelUserPhysicalPages ()
HeapFree ()

HeapFree ()
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I#include <iostream> I
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int main(void)

{

int *a = (int*)std::malloc(sizeof(int));

std::cin >> *a;

int b = *a;

if (b & 2 == 0)

{
printf("Division by 2 is 0");
free(a);

}

if (b & 3 == 0)

{
printf("Division by 3 is 0");
free(a); °

}
return 0; :Eg>
} @
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#include <iostream>

int main(void)

{ £H 7
int *a = (int*)std::malloc(sizeof(int));
std::cin >> *a; Eb

int b = *a; §Qé7

if (b % 2 == 0)
printf("Division by 2 is 0");
if (b & 2 == 0)

printf("Division by 3 is 0");
free(a) ;7
returq 0;

} °§\/)§
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int main(void)

{ ¥
char *ptr = nullptr; %%\

free(ptr) ;

return 0; (>b
NS
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int main(void) ~
{ 5 )
char *ptr = nullptr;
if (ptr != nullptr)
{ N
free(ptr);
ptr = nullptr;
}\\\’/

return 0;
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PVOID SecureZeroMemory(

‘)u‘)‘ypﬂu CL
_In_ PVOID ptr,
_In_ STIZE_T cnt <>b
)3

#include <windows.h> 632 Q

int main(void)
{ @ )

char *a = "Password";
SecureZeroMemory (a, ) ;

} return {ﬁ?fj

w\@ﬁﬁ sdiloy 0L 4 555 e 5l i PASSWOID &yl ol A YL S askss s
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Zero-Fill™
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#include <string>

int main(void)
( ,@

std::string input;
std::cin >> input;
return O;

#include <1ostreamE§§?Q$
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#include <iostream> o
#include <string> °
@ 0
int main(void) §§\
{
std::string input; §§\

std::cin >> input;

for (int i = 0; i < input.size(); i++) (>b
input[i] = input[i] * 1;
return 0;
} o ()»)

Ca..w‘ﬁ )‘}wmtestﬁj)}@)}.pjbybﬁ@f}f
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MName Yalue

v\ Fo#@ input "udru”
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#include <iostream>

#include <string>

iﬁ%zhain(void)
{
std::string input;
std::string dec = "";
std::cin >> input;
for (int i = 0; i < input.size(); i++)
input[i] = input[i] * 1;
for (int j = 0; j < input.size(); Jj++)
dec 4= input[]j] * 1;
return 0O;
}
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Mame Value

@ input “udru”
@ dec  test”

Jelepzen 5> gery_malloc_secure() 5 5suus Jolopioem 2 CryptProtectMemory() ~is
Aas aabl 05,5 Lesls (6, 505 <l Jole s Lol b oxe &l (S s

(el 25 Sy s 3l Ll 3 WINCIYPLN a5 oS CryptProtectMemory()Q% %?_}Lﬂ

BOOL WIMAPI CryptProtectMemory(
_Inout_ LPVOID pData,
_In_ DWORD cbData,

_In_ DWORD dwFlags %
& JE

.LS&M‘)JLMSJAJJO‘Pucb )JdWFIagS

:ulobsl L6 Wincrypt. I%M 5l o sea AWFlAQS sl

Value Meaning
CRYPTPROTECTMEMORY _SAME PROCESS  Encrypt und decrypl me y I the same process, An spplicat

CRYPTPROTECTMEMORY CROSS PROCESS = Encypt and decrypt memory in different processes. An application running = a different process will be

CRYPTPROTECTMEMORY SAME LOGON Use the same loge edentials to encrypt and decrypt mamor

\3@3 w

35 L,L,.s f\,ué K0, oledbl 0l 5 CryptUnprotectMemory() ~b sl sslizad L

\% J\..Sdﬂobw.w‘MBJJ&%ﬂ)}&)K)ﬁ)&‘f@‘}SLﬁ")‘ﬁ).)\sm

®
N
9

https://msdn.microsoft.com/en-**
us/library/windows/desktop/aa380262%28v=vs.85%29.aspx?f=255&MSPPError=-2147217396
YA



https://msdn.microsoft.com/en-us/library/windows/desktop/aa380262%28v=vs.85%29.aspx?f=255&MSPPError=-2147217396
https://msdn.microsoft.com/en-us/library/windows/desktop/aa380262%28v=vs.85%29.aspx?f=255&MSPPError=-2147217396

@7

An g8 y 2AB S S

At g gl ol

. . e 28 &
S5 Olge P S

#include <windows.h>
#include <stdio.h>
#include <wincrypt.h>

union MessageBuffer

{

DWORD secret;

char buffer[CRYPTPROTECTMEMORY BLOCK SIZE]; o
};

static_assert(sizeof (DWORD) <= CRYPTPROTECTMEMORY BLOCK SIZE, "Need a
bigger buffer" Y-

u}
int main(void) t%%
{ @ 0
MessageBuffer message; §§\
NG

message.secret = GetTickCount() ; .

printf ("Shhh... the secret message is %u\n", message.secret);

CryptProtectMemory (message.buffer, sizeof (message.buffer),
CRYPTPROTECTMEMORY_SAME_PROCESS) ; (oxv

printf("You can't see it now %u\n", message.secret);

CryptUnprotectMemory (message.buffer, sizeof (message.buffer),
CRYPTPROTECTMEMORY SAME PROCESS) ; R\

printf ("Was the secret message %u?\n", message.secret);
SecureZeroMemory (message.buffer, sizeof (message.buffer));
return 0O;

Soldie & secret@?‘CryptProtectMemory 22U dlesl 5l am opd o sdalin &8 4 Sles

w%trythnprotectMemory U b e 5 0d s sl e 4 by e

& b @JK&%
{§§é>§ 33,5
@‘ S o S5, 1 03l as <l CryptProtectData() b (mb cnl 5 Js -
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BOOL WINAPI CryptProtectData(

_In_ DATA_BLOB *pDataln,
_In_opt_ LPCWSTR szDatalescr,

_In opt_  DATA EBLOE *pOptionalEntropy,
_Reserved_ PVOID pvReserved,
_In_opt_  CRYPTPROTECT_PROMPTSTRUCT *pPromptStruct,
_In_ DWORD duFlags,

_Out_ DATA_BLOB *pDatalut

);
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Memory Editing™
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BOOL WINAPI VirtualProtect(
_In_ LPVOID lpAddress,
_In_ SIZE_T dwsize,

_In_ DWORD flNewProtect,
_Out_ PDWORD lpflOoldProtect

)i
<l Windows.h s s g5 -l
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unsigned long oldProtect; (>D

DWORD a; Y

VirtualProtect ((LPVOID)a, 4, PAGE EXECUTE READ, &oldProtect);
- N4
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#include <iostream> \\Egﬁ

) o
void sof (char *z) /

{

char c[10];
strcpy(c, z);
}

int main(void)

{ ) ) o nn
int 1 = 0;

std::cin >> 1;
if (std::cin.fail())

N4
{ N\~
sof ("AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA") ;
std::cout << "Invalid Integer!!!";
RCY
return 0;)
b 2\

-n . . - - -
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Buffer Overflow"™
Stack Overflow"*

Heap Overflow"
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EAX = @B4FFDBS EBX = @8369%e8 ECX = @l2EC218 EDX = eeeooeed ESTI = @L12E1235

EDI = @1l2E1235 EIP = 41414141 E5P = @@4FFDDE@ EBP = 41414141 EFL = @@ale2ec

Sl HEX sles 53 A ST dolee 5 (Sl uS a8 o IYRAYY L i EIP Qus..,
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void sof () N\
{ @9
o)

Q
sof();
}

int main(void) %
{

soft () / Q
return 0O;

}
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#include <iostream>>’
N
int main(char **argv)
{ : N\
char *buf = (char *)std::malloc(256);
strcpy(buf, argv[1]);
return 0;
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#include <iostream> </
7B
int main(void) E@
{ \
char *a;

std::cin >> a;
printf(a);
return 0;/

} Lo\ )
AN .
%n )?p)a; s 3 |y PNERQ) b5 J 28 015 o U0 5100 51 esliel L VL S anksd s
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Uncontrolled Format String*”

Write-what-where Condition*
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Microsoft Visual C++ Runtime Library

'-6-' Debug Assertion Failed!

Program:

.13\ Projects\, ConsclefApplication2\Debug\ ConsoleApplication2.exe
File: fhddwetoolshorthcrtw32\stdioh output.c

Line: 1690

Expression: ("'n' format specifier disabled"”, 0]

For information on how your program can cause an assertion
failure, zee the Visual C++ documentation on asserts,

(Press Retry to debug the application)

lgnore

.gisgﬁhgﬁ%aUas-¢uﬁ Lol 3)lse s w oS

& Q
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1l VU S axkad ol sl & gad 5 IS ankad
N \

#include <iostream>
o). ¥

int main(void)

{ N\ "
char *a;
std::cin >> a;
printf("%s", a);
return 0O;
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int main(void) ‘@ o
{

l

int 1 = std::numeric limits<int>::max();

it @‘_7/ v
return ; Q\\
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\% Mame | Value
@ & | -2147483648
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Integer Overflow"®

Integer Underflow™*
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int add(int a,int b)
{

return a+tb;

}

w‘ﬁ.)q.)s ‘)J‘SJJJ\JW‘JJJ;
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int add(int a,int b) Q°° v
{

if (a >= 0 && b > std::numeric llmlts<1nt> :max - a)

{ 4L ;
//Overflow
}

else if (a < 0 && b < std numerlc limits<int>::max - a)

{

//Underflow
} 27
return a+b;

: > )
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o sl el .Sl Ol ol 5s edd el Glajda 5 glaibls C"jj S eslizal Sos ol
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#include <safeint.h>
#include <limits>

int main(void)

{
SafeInt<int> a = std::numeric limits<int>::max;
SafeInt<int> b = a + 1;
return O;

}
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Concurrency*

Thread Safety™

Global*

Race Condition"'

Thread*

Thread Scheduling Algorithm®™
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#include <iostream>
#include <thread>

void print thread id(int id) {

std::cout << "thread #" << id << "\n"; t%?
} Q
int main(void) :5£>
{

std: :thread threads[10]; é%@

for (int 1 = 0; i < ;oitt) B an

threads[i] = std::thread(print thread id, i )

for (auto& th : threads)

.Joln ;
return ;j %%\

}
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fithread #2
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L
#include <iostream> N
#include <thread>

u]
#include <mutex> ©
o 0

std: :mutex mx;

void print thread id(int id) { \@9

mx.lock() ; E?
std::cout << "thread #" << id << "\n"; (>b

mx.unlock() ; Q
) N\

int main(void) / °
{
std: :thread threads[10];
for (int 1 = 0; 1 < 10; i++)
threads[i] = std::thread(print thread id, i + 1)
for (auto& th : threads)y
th.join(); & N4
return 0O; \23

} ™
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#include <iostream>

#include <string>

#include <thread>

#include <mutex>

#include <condition variable>

std: :mutex m;

std::condition variable cv;

std::string data;

bool ready = false; V%?
bool processed = false; Q

void worker thread(void)

cv.wait (lk, []{return ready; }); &

std::cout << "Worker thread is processing data\n"

data += " after processing"; S\

processed = true; §\$§g3

std::cout << "Worker thread signals data processing completed\n";
lk.unlock() ;

cv.notify one();

} P
int main(void) nggg?
{

std::thread worker (worker thread);
data = "Example data';

{ km@?@

stdulock_guard<stdﬁmutex> 1k (m) ;

ready = true; \ )7

{ @
std::unique lock<std::mutex> lk(m); é%@
De

std::cout << "main() signals data ready for processing\n";
} </
cv.notify one(); Eb
{ N7

stduunique lock<stdumutex> lk(m) ;

cv.wait (lk, []{return processed; 1);
} A2
std::cout << "Back in main()) data = " << data << '\n';
worker.join() ;

N\
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Timeout*

Spurious Wake-Up*
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#include <iostream>
#include <thread>
#include <mutex>

std: :mutex mutexl, mutex2;

void ThreadA(void)

{
mutex2.lock() ;
std::cout << "Thread A" << std::endl; t%?
Q

mutexl.lock();
mutex2.unlock() ;

mutexl.unlock() ; :5§>
}
void ThreadB(void) ) a
{ \ °

mutexl.lock() ;

std::cout << "Thread B" << std::endl; :§€>
mutex2.lock() ; Q\\

mutexl.unlock() ; EE
mutex2.unlock() ; (>b

}

int main(void) / Q

{
std::thread tl(Thread A);
std::thread t2(Thread B);
tl.join();
t2.join() ; .
std::cout << "Finished" << std::endl;

return 0; & bvn“
}

S
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#include <iostream>
#include <thread>
#include <mutex>

std: :mutex mutexl, mutex2;

void ThreadA(void)

mutexl.lock() ;

std::cout << "Thread A" << std::endl;

mutex2.lock() ;
mutexl.unlock() ;
mutex2.unlock() ;

void ThreadB(void)

mutexl.lock() ;

std::cout << "Thread B" << std::endl;

mutex2.lock() ;
mutexl.unlock() ;
mutex2.unlock() ;

int main(void) /

std::thread tl(Thread A);
std::thread t2(Thread B);
tl.join();

t2.j0in() ; >

std::cout << "Finished" << std: :endl;

Ng o
return 0O; é‘ZfJn
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Error Handling"™

Logical Errors*
Division By Zero'**
Bitwise'""

Prefix'"

Postfix'*
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#include <iostream>

int main(void) a t%?
{
int 1 =0, 7 = 0;
std::cin >> i >> j;
std::cout << i / 7;

return 0; JE %ﬂn
} \n“ 0

gee 3de Sl lad, Sobe a5 b5 ] LM Olpea ,—%@ Ny Soge 5> L AS askd o

'J‘jd‘)’ eled 4 Ll Obey gl & sma mmﬁjg;ila_.atgl.b;- J ol Ol s

Jj.&g;a U;’-nf U':"'il'“") MLU.: dbb’.&bls)\ Q&wa\ B3

I P R e

L' ConsoleApplicationZ.exe x

ConsoleApplication2.exe has stopped working

A problemn caused the program to stop working correctly,
‘\‘{ Windows will close the program and notify you if a sclution is

@ available.

a Close program
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#include <iostream>

int main(void)

{
int 1 =0, 3 = 0; “%%

std::cin >> i >> j;
if (J == 0)
std::cout << "Input Error...";

std::cout << i / 7; QEE
)

else

return 0;

Jﬁg‘ﬂ’”‘MJ&&chf' Q)}*ﬂ))‘)oﬁw}ﬁ ]%NML;EJJQ)L&&)‘o)LM|b

\<jEFl§EE;Jyu JﬂscblfpdﬂJgLAUzi ughd
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Q
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#include <iostream>2J”
N
int main (void)@
{ O\
int 1 =0, j = 0;
std::cin >> i >> j;

try) . 7
ry)q
0
std::cout << i / j;
}
catch (...)
{
std::cout << "Input Error...";
}

return 0;

Cm.v‘ﬂ) C))M‘L’ L5>jf> cj J‘J\j.o Q“}J‘MJMJJ\P 3959 Q)ﬂ)) LYL';JSME.;)J
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Input Error...
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#include <iostream> / 0

int main(void)

{
int 1 =0, jJ = 0;
std::cin >> i >> j;
try
{ 2 &
if (3 == 0)
throw "Input Error...";
std::cout << i / J;
} 7~
catch (char* e)
{ Vs
std::cout << e;
Pl o Y
return 0O;

W
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#include <exception>
#include <iostream>

struct S : std::exception {
const char *what () const noexcept override { t%?
return "My custom exception'; o
}
}i 9
void f£() {

%
try { iv//‘?nn
throw S () §\\

}

catch (std::exception &E) { §\§5€>
:endl;i@

std::cout << E.what () << std:
} %
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std::string query = "SELET 8 FROM C T WHERE NAME = '"" 4 input + ";";

Code Injection'*
SQL Injection"*
Web Applications*
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SELECT * FROM C T WHERE NAME = 'test';
.,\.M:L:J.:) u‘)yhjjgéb))juuﬂ%gjb

a'; UPDATE C T SET password='123' WHERE NAME='test2
1l 3 oy gty Sl SSL 4 Jl ! JS dNpUt gl @j “\ S50

SELECT * FROM C T WHERE NAME = 'a';
UPDATE C T SET password='123' WHERE NAME='test2';

ool tESt2 \fd\NAMEmsép@Lyfpa%g\ mﬂ”d\ws

Y
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std::string::size type off;

std::string input = "";
std::cin >> input; ® &
off =

input.find first not of("abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUV
WXYz1234567890"); @/ D
if (off !'= std::string::npos)

std::cout << "Invalid Input...";
oo)™~”

- SLE J},@;JV 35 5 3,8 o B Usdasge @ods 5 e s SIS WL US asks o
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query.erase (std: :remove (query.begin(), query.end(), '\''), query.end()):;

Whitelist!!”
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#include <cryptopp/sha.h> °
#include <cryptopp/filters.h> < (3
#include <cryptopp/hex.h> Q\\

#include <string>
{ %
CryptoPP:SHA512 hash; Soo)

byte digest[CryptoPP:SHA512::DIGESTSIZE];

hash CalculateDigest (digest, const byte¥*)source.c_str(),
source.size()); / -

std::string output;

CryptoPP: :HexEncoder encoder;

CryptoPP::StringSink test = CryptoPP::StringSink (output);

encoder.Attach (new CryptoPP::StringSink(output));

encoder.Put (digest, sizeof(digest))

encoder.MessageEnd();g?@

return output; N

std::string generateHash(std::string source)

}

°7 )
int main(void) 2527
b))

{
std::string a
std::string o
return 0;)

} A

.xé};}w el SHASLZ i sz 5 Crypto++ wbwls 5l eslizal b A4S ankad ol s
2

"test";
generateHash (a) ;

L5;@\M SO s 1y ek K50, e 4adS 015 o 21,4 generateHash 2 5 eslinad b Jl-
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Special Character Escaping''®

Password"'*
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std::string::size type username = "";
std::string password = "";
std::string query = "";

std::string::size type off;

std::cin >> username >> password;

off =

username.find first not of("abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPORS
TUVWXYZ1234567890") ;

if (off !'= std::string::npos) S

( N P
query = "SELECT * FROM tbl WHERE username='" 4 username + "' AND

password='" 4+ generateHash (password) + "''"; tﬁ
execute (query) ; :Eg>

}
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#include <stdlib.h>
#include <stdio.h>

int main(void)

{
printf ("Windows Notepad") ;

system("notepad"”) ;
return 0O; Q
)

@

Windows Motepad

- O
File Edit Format View Help

#include <stdio.h>
#include <iostream>

int main(void)
{ K7D

printf (" Untrusted Code") ;
std: :getchar () ;
return &N

2
N
9

}
N

Windows Motepad Untrusted Code
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int main(void) n% %?
{ while (1) :Z£>
{
1}':eturn 0; %“n
P

2D g o JL‘" MUJ..: Ok, 851 Celb 5 ansll C)J} Caxd w@%@)\.ﬂu QE)@AJSA&EEQ_:‘
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#include <string.h> 0"
#include <stdlib.h>
#include <iostream>

enum { BUFFERSIZE = 512} yﬁ\g?
I\\

void func(const char *input) {

char cmdbuf [BUFFERSIZE];

int len wanted = sprintf s(cmdbuf, BUFFERSIZE,

"any cmd '%s'", input);

if (len wanted >= BUFFERSIZE) {
/* Handle error */

} N

else if (len wanted < 0) {
/* Handle error */

AN

else if (system(cmdbuf) == -1) {
/* Handle error */

y
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1wl 5 &) soar CreateProcess() ob Lo

BOOL WINAPI CreateProcess(

_In_opt_ LPCTSTR lpapplicationName,
_Inout_opt_ LPTSTR lpCommandLine, t%?
_In_opt_ LPSECURITY_ATTRIBUTES lpProcessAttributes, °
_In_opt_ LPSECURITY_ATTRIBUTES lpThreadAttributes, :5€>
_In_ BOOL bInheritHandles,
_In_ DWORD duCreationFlags, QEE
_In_opt_ LPVOID lpEnvironment, ig;>§
_In_opt_ LPCTSTR IpCurrentDirectory,
_In_ LPSTARTUPINFO IpStartupInfo,
_Out_ LPPROCESS_INFORMATION lpProcessInformation
)
oo 1%
53 5 35 ol IpApplicationName ol yew L i Jloyl 5l a5 cals <ss Wb

s e cwdle 5 NULL Ol &) sm
23S eslanl

#include <Windows.h> Qb

void func (TCHAR *iﬁbut) {

STARTUPINFO si = { 0 };

PROCES S_INFORMAT ION pi;

si.cb sizeof(si);

CreateProcess (TEXT ("test.exe"), input, NULL, NULL, FALSE,
0, 0, 0, &si, &pi);
CloseHandle (pi.hThread) ;
CloseHandle (pi.hProcess);
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BOOL WINAPI LockFile( §§§>
_In_ HANDLE hFile, Q\\
_In_ DWORD dwFileOffsetlow, EE
_In_ DWORD dwFileOffsetHigh, (>b
_In_ DWORD nNumberOfBytesTolocklLow,

_In_ DWORD nNumberOfBytesTolockHigh ;@3

)3
(A
BOOL WIMAPI LockFileEx{
_In_ HANDLE hfFile,
_In_ DIORD dwFlags,
_Reserved_ DWORD dwReserved,
_In_ DIORD niumberdfBytesTolLockLow,
_In_ DIORD niumberdfBytesTolLockHigh,
_Inout_ LPOVERLAPPED lpOverlapped

)
Lo GEI\%@READ s mhae bl 4 ol sl eSS, G hFile
\5 Asb ssa=le GENERIC_WRITE

W

@w 3 polie 3leslinal b oS ol 3le 3 0 S0 LOCKFileEX() ~t > dwFlags
:J‘}";J‘

Value Meaning

LOCKFILE_EXCLUSIVE_LOCK The function requests an exclusive lock. Otherwise, it requests a shared lock.
0x00000002

LOCKFILE_FAIL_IMMEDIATELY | The function returns immediately if it is unable to acquire the requested lock. Otherwise, it waits.
0x00000001
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#define NUMWRITES 10
#define TESTSTRLEN 11

const char TestData[NUMWRITES] [TESTSTRLEN] =

{
"TestDataO\n",

"TestDatal\n",
"TestData2\n", o
"TestData3\n",
"TestData4\n",
"TestData5\n", :Bg>

"TestData8\n", ]
"TestData9\n",

) ¥

HANDLE hFile = CreateFile(TEXT("datafile.txt")[%S\
GENERIC READ | GENERIC WRITE,

4 t
NULL,
CREATE NEW,

"TestData6\n", o
"TestData7\n", a
DD

o)
, H°>>
NULL) ;
DWORD dwNumBytesWritten = 0;
for (int i = 0; i < NUMWRITES; i++)
{ S
WriteFile(hFile,
TestData[i],§ ®
TESTSTRLEN,

&dwNumBytesWritten,

NULL) ; gg D

} AN
FlushFileBuffers (hFile) ;
OVERLAPPED sOverLapped;
sOverLapped.Offset = TESTSTRLEN * 3;
sOverLapped.OffsetHigh = 0;
LockFileEx (hFile,

LOCKFILE EXCLUSIVE LOCK |

LOCKFILE FAIL IMMEDIATELY,

4

TESTSTRLEN,

4

&sOverLapped) ;
slet s LOCKFIIEEX() 51 eslineel b jure 5 stdax Lo datafile.tXt o, liwl YU U8 andss o

UnlockFileEx (hFile,

TESTSTRLEN,

&sOverlapped) ;
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CloseHandle (hFile) ;
DeleteFile (TEXT ("datafile.txt"));
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void open some file(const char *file) {
FILE *f = fopen(file, "r");

if (NULL '= f) {

/* FILE exists, handle error */
NN
else {)

if (fclose(f) == EOF) {

/* Handle error */
}
f = fopen(file, "w'");
if (NULL = f) {
/* Handle error */

Time Of Check — Time Of Use (TOCTOU)'™

Race Window'™
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}

/* Write to file */
if (fclose(f) == EOF) {
/* Handle error */

}
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void open some file(const char *file) {
FILE *f = fopen(file, "wx'"); \Ea
if (NULL !'= f) { O

/* FILE exists, handle error */

}

/* Write to file */A{Vd"

if (fclose(f) == EOF) {
/* Handle error */

}
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byte key[CryptoPP::AES::DEFAULT KEYLENGTH], iv[CryptoPP::AES::BLOCKSIZE];

menset (key, , CryptoPP::AES::DEFAULT KEYLENGTH) ;
menset (iv, , CryptoPP::AES::BLOCKSIZE) ;
std::string plaintext = "Test";

std::string ciphertext;

std::string decryptedtext;

CryptoPP::AES: :Encryption aesEncryption (key,

CryptoPP::AES::DEFAULT KEYLENGTH) ;
CryptoPP::CBC Mode ExternalCipher::Encryption

cbcEncryption (aesEncryption, iv);
CryptoPP::StreamTransformationFilter stfEncryptor (cbcEncryption, new

Initialization Vector'™
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CryptoPP::StringSink (ciphertext)) ;

sthncryptor.Put (reinterpret_cast<const unsigned
char*>(plaintext.c str()), plaintext.length() + 1);
sthncryptor.MessageEnd() ;

CryptoPP::AES: :Decryption aesDecryption (key,
CryptoPP::AES::DEFAULT_KEYLENGTH);
CryptoPP::CBC Mode ExternalCipher::Decryption

cbcDecryption (aesDecryption, iv);
CryptoPP::StreamTransformationFilter stfDecryptor (cbcDecryption, new

CryptoPP::StringSink (decryptedtext)) ;
sthecryptor.Put (reinterpret_cast<const unsigned

char*>(ciphertext.c str()), ciphertext.size()); t%?
sthecryptor.MessageEnd() ;
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QBULS}RSA (":‘.’.)jfj‘ )‘ eb@‘b&ﬂ%&b&)&f) )‘ 6‘4.:}&.: ‘% g&]ﬁ;
Crypto++

CryptoPP: :AutoSeededRandomPool rng;

DD
CryptoPP::InvertibleRSAFunction privkey; §;£2>EE
Q

privkey.Initialize(rng, ) ;
CryptoPP: :Baseb4Encoder privkeysink (new
CryptoPP::FileSink (”c:\\privkey.txt”)) :52>

privkeysink.MessageEnd() ;
CryptoPP: :RSAFunction pubkey(privkey);
CryptoPP: :Baseb4Encoder pubkeysink (new
CryptoPP::FileSink (”c:\\pubkey.txt”)) ;
pubkey.DEREncode (pubkeysink) ;
pubkeysink.MessageEnd () ;

Baseb4 - son 5 odiale o 1024

privkey.DEREncode (privkeysink) ; §§$

LS e 0 03 PUbKey! NIVKEY.IXE (slaodis 05,5 5 odel s glaxs; &) yoas

CryptoPP::AutoSeededRando;§bol rng;
CryptoPP: :ByteQueue bytes;y
CryptoPP::FileSource file(”c:\\pubkey.txt”, true, new
CryptoPP: :Base64Decoder) ;
file.TransferTo (bytes);
bytes.MessageEnd () ;'
CryptoPP::RSA::PublicKey pubKey;
pubKey.Load (bytes) ;
std::string plain = "Test", cipher;
CryptoPP::RSAES OAEP SHA Encryptor e (pubKey) ;
CryptoPP::StringSource ssl(plain, true,

new CryptoPP::PK EncryptorFilter(rng, e,

new CryptoPP::StringSink(cipher)));

3o 1 TESt &obe otdaile osee IS 5 SHA 5 OAEP e 5l aslicad L YU S aakad
a3 e | 3 CIPNEr 05,5 505 S

CryptoPP: :ByteQueue bytes;

CryptoPP::FileSource file(”c:\\privkey.txt”, true, new
CryptoPP: :Baseb64Decoder) ;

file.TransferTo (bytes) ;

bytes.MessageEnd() ;

CryptoPP: :RSA::PrivateKey privateKey;

privateKey.Load (bytes) ;

std::string recovered;

VA



Gy -

ooy kel Sed

CryptoPP::RSAES OAEP SHA Decryptor d(privateKey);
CryptoPP::stringSource ss2(cipher, true,
new CryptoPP::PK DecryptorFilter(rng, d,
new CryptoPP::Stringsink(recovered)
)
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Functions Remediation

rand(), srand() MS3C30-C. Do not use the rand() function for generating pseudorandom numbers
getenv (), getenv_s () ENV34-C. Do not store pointers returned by certain functions

strtok() strtok =() in C11 Annex K

strtok_r() in POSIX

strerror() strerror_s(} in C11 Annex K
strerror_r() in POSIX

azctime (), ctime (), asctime =(), ctime =(), localtime s(), gmtime s(} in C11 Annex K

localtime (), gmtime ()

setlocale ()} Protect multithreaded access to locale-specific functions with a mutex
ATOMIC VAR INIT. atomic_init() Do notattempt to initialize an atomic variable from multiple threads
tmpnam () tmpnam s () in C11 Annex K

tmprnam r() in POSIX

mbrtoclé (), clértomb (), Do not call with a null mbstate_t * argument

mbrtoc32 (), c32rtomb ()
bl 305 %5 1% s S e U et P S5 48 Gl ps AT
° ,u‘j&g Wl des =~ L 90 ) )Lﬁ Wl O r

5 tss_delete() g@w L tss_create() L eddastle " ame slab s3laslsl ps) A
9 free(tss_get() w5 5 5 L

D

%5 a uéwswgwtapoujg&jsp)-m
@ Jtiﬁmax;sdjzsojﬁj@u@\jsg\f\;w -AV

Dynamic'®

Join'*

Detach'**

Thread-Specific Storage'
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fgets ()
mbrtoclé ()2
mbtowe | }2
memchr ()
strftime ()
strncat |:}E
swprintf ()
soprintf s()
gets s()
wostombs = [}3
strncat s()?
asctime =)
vesnwprintf s{)
wmemmove = () 2

wertomb s ()

fgetws= ()
mbrtoc32 ()2
mbrtowc [}1
wmemchr ()
wosftime ()
Wwosncat I:}E
vaswprintf ()
sprintf =()
getenv_s{)
memcCpy = ()
strtok_s()?
ctime s()
veswprintf =()
wosncat = [}3

mbsrtowecs s()?

mb=towcs {}1
mbhertowcs [}1

mblen()

memset ()
strxfrm()’
snprintf ()
zetvbuf ()
venprintf s()
woctomb s ()
mEMmOveE S [}3
strerror s{()
sowprintf s()
wesncpy_=()2
wecstok = [}E

wesrtombs =()?

s alasl>

,%%?

wcstcmbs[}1
wcsrtcmhs[}1
mbrlen()
wmemset ()
wesxfrm ()
venprintf ()
tmpnam = ()
veprintf s()
mhstcwcs_;i}a
strncpy__.si}3
stronlen =()
swprintf s{()
wmemcpy s ()2
wosnlen =)

memset s() 4

fN%jL«“ Jl.a.:u ;JL:J e e Lol JVSJA C,.élﬂ)) T2 Sde a_§.1 9 ;c)l...ﬂ 93 -\
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C Standard Library Function C++ Equivalent Functionality

std: :memset () Class constructor %

std: imemcpy () Class copy constructor or cperator={()
atd: :memmove ()

std: :strepy ()

std: imememp () operator< (), operator>(), operator=={(), Of operator!={(}

std::strcmp ()
N
B e e TS e w\xuﬁ@ L elal Jlsl pds -4)

5! ,uu@% 3okl IS gla S5 s

..,\;.)\J )rb- \-\Yg.,\:‘f )‘ u,»)’\s ‘*g." )J Ja.E.e L:..M.:\ ﬂp 6‘0)‘5 LSL.&.P‘ _\c
Al e wmwﬁ_e@f T bl 8 (glosls g W30 22550 &y soas -0

SN Unix 831 614 Jale sl palida clSS 1 +-Y
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ol b=« fork() =6 5 eslind 4 vfork() =6 S eslinud pae =)

Execution Boundaries'"'

Hierarchy'™
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(G
Function Successful Return Error Return errnc
fmemopen () Pointer to a FILE object  NULL ENOMEM
open_memstream() Pointer to a FILE object  NULL ENCMEM
posix memalign() 0 NonzZero Unchanged

9 D
C\jj )‘ oalana! Ql.a) 0 Curoyg J,:.::J S j.g &'i )‘ LI:"?-" osleiol r.)& -V

pthread_con

0

[ 'wait() 5 pthread_cond_wait()
.\ ) a4 b s G1s S5 51 Oliadsl -A

))L' QLAJ yﬁm - OJJ}I S A rJ& -9

setuid() =t i3 obes
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printf sdlgia V1)

int printf{ const char *format, ... }; {until £59)
int printf( const char *restrict format, ... ); {since C39)
int fprintf( FILE *stream, const char *format, ... }; {untal C99)
int fprintf({ FILE *restrict stream, const char *restrict format, ... ); {since £39)
int sprintf( char *buffer, const char *format, ... }; {until C39)
int sprintf( char *restrict buffer, const char *restrict format, ... ); {since C39)
int snprintf( char *restrict buffer, int bufsz, R
const char *restrict format, )i ‘
int printf_s{const char *restrict format, ...); {since C11)
int fprintf s(FILE *restrict stream, const char *restrict format, ...); {since C11}
int sprintf s(char *restrict buffer, rsize t bufsz, .
— - - {since C11)
const char *restrict format, ...);
int snprintf_sichar *restrict buffer, rsize t bufsz, .
— . —_ {since C11})
const char *restrict format, ...);
q 19F
\Y
int wprintf( const wchar_t* format, ... }; (since C95)
int fwprintf( FILE *stream, const wchar t*= format, ... }; [since C95)
int swprintf( wchar_t *buffer, size t bufsz, .
- - (simce C93)
const wchar t* format, ... );
int wprintf_s( const wchar_t *restrict format, ...); (since C11)
int fwprintf s FILE *restrict stream, .
_ . (simce C11)
const wchar t *restrict format, 1;
int swprintf_s({ wchar_t *restrict buffer, rsize t bufsz, (since C11)
const wchar t* restrict format, 1;
int snwprintf s{ wchar t * restrict s, rsize t n, .
_ - B — [since C11)
const wchar_t * restrict format, ...);
(%
120

5

http://en.cppreference.com/w/c/io/fprintf'*

http://en.cppreference.com/w/c/io/fwprintf'*
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int
int
int
int

int
int

int

int

int
int

int

int
int
int
int
int
int
int
int

int

vprintf{ const char *format, va_list vlist };
vprintf( const char *restrict format, va_list vlist );

viprintf( FILE *stream, const char *format, va_list vlist };
viprintf{ FILE *restrict stream, const char *restrict format,
va_list vlist );

vsprintf( char *buffer, const char *format, va_list vlist };
vsprintf( char *restrict buffer, const char *restrict format,
va_list vlist );

vsnprintf( char *restrict buffer, int bufsz, .
const char *restrict format, va_list vlist );

vprintf s( const char *restrict format, va_list arg);

viprintf_s( FILE *restrict stream, const char *restrict format,
va_list arg);

vsprintf_s( char *restrict buffer, rsize_t bufsz,
const char *restrict format, va_list arg);

vsnprintf_s(char *restrict buffer, rsize_t bufsz,
const char * restrict format, va_list arg);

5\9

scanf( const char *format, ... };

scanf( const char *restrict format, ... };

fscanf( FILE *stream, const char #*format, ... J;
fscanf( FILE *restrict stream, const char *restrict format, ... );
sscant( const char *puftfer, const char *format, ... );

sscanf( const char *restrict buffer, const char *restrict format, ... };
scanf_s(const char *restrict format, ...};
fscanf s(FILE *restrict stream, const char *restrict format, ...);

sscanf_s(const char *restrict buffer, const char *restrict format, ...};

o
7
\%®
L

5

http://en.cppreference.com/w/c/io/vfprintf'™

http://en.cppreference.com/w/c/io/fscanf'™

[until C53)
(since C993)
[until C53)

[since C99)
(until C33)

[since C99)

[since C99)

[since C11)

[since C11)

[since C11)

[since C11)

122

{until C93)
[since C93)
{until C99)
[since C99)
{until C99)
(since C99)
[since C11)
(since C11)

(since C11)
\2Y
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Typedef name Full specialization
std: :atomic_bool std::atomic<bool=
Typedef name Full specialization
std: :atomic_char std: :atomic<char=
std: :atomic_schar std: :atomic<signed char=
std: :atomic_uchar std: :atomic<unsigned char=
std: :atomic_short std: :atomic<short:
std: :atomic_ushort std: :atomic<unsigned short=
std: :atomic_int std: ratomic<int= o
std: :atomic_uint std: :atomic<unsigned int=
std: :atomic_long std: ratomic<long= 9
std: :atomic_ulong std: :atomic=unsigned long=
std: :atomic_llong std: :atomic<long long= e
std: :atomic_ullong std: :atomic<unsigned long long= & &
std: :atomic_charl6_t std: :atomic=charl6_t= \
std: :atomic_char32_t std: :atomic<char32 t= \ﬁ
std: :atomic_wchar t std: :atomic<wchar_t= @
std: :atomic_int leastd t std: :atomic<std::int least8 t= %
std: :atomic_uint_leasts t std: :atomic<=std::uint_leasts_t=
std: :atomic_int leastls t std: :atomic<std::int leastl6 t=
std::atomic_uint_leastl6_t std::atomic<std::uint_leastlf_t=
std: :atomic_int least3z t std: :atomic<std::int least32 t=
std::atomic_uint_least32_t std::atomic<std::uint_least32_t=>
std: :atomic_int least6d t std: :atomic<std::int least64 t=
std: :atomic_uint_least64 t std::atomic<std::uint least64 t=
std: :atomic_int_fast8 t std::atomic=std::int_fasts t=
std: :atomic_uint_fastd t std: :atomic<std::uint_fasts_t=
std: :atomic_int fastl6 t std: ratomic<std::int_fastlé t=
std: :atomic_uint fastls t std: :atomic<std::uint fastlé t=
std: :atomic_int_fast32_t std::atomic=std::int_fast32 t-
std: :atomic_uint_fast3z_t std: :atomic<std: :uint_fast32_t=
std: :atomic_int_fast64 t std: :atomic<std::int_fast64 t=
std: :atomic_uint fast6d t std: :atomic<std: :uint_fasté4 t=
std::atomic_intptr_ t std: :atomic<std::intptr_t=
std: :atomic_uintptr t std: :atomic<std: :uintptr_t=
std: :atomic_size t std: :atomic<std::size t=
std: :atomic_ptrdiff t std: :atomic<std: :ptrdiff t=
std: :atomic_intmax_t std: :atomic<std::intmax_t>
std: :atomic_uintmax_t std: :atomic<std: :uintmax_t= \#A

http://en.cppreference.com/w/cpp/atomic/atomic'™
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Constant/value Description

Ensbles execute acoess to the committed region of pages, An atternpt to wiite to the committed region results in an sccess

PAGE_EXECUTE

= wialation,
010
This Rag & not supported by the CreateFileMapping functen,
Enables sxecute or read-only acoess to the committed ragion of peges. An attempt 10 write to the committed region results in an
PAGE_EXECUTE_READ accoss violation
(20

Windows Server 2003 and Windows XP: This attritute = not supported by the CreateFileMapping function until
Windows XP with SPZ and Windows Server 2003 with SP1.

Enables execute: read-only, or read\weite access to the committed region of pages.
PAGE_EXECUTE_READWRITE

el Windows Server 2003 and Windows XP: This attribute 5 not supported by the CreateFileMapping function until
Windows XP with 5P2 and Windows Server 2003 with SP1.

Enables execute. read-only, OF Copy-on-wiite acoess to 5 mapped view of 3 fi= mapping object. An attempt to write 10 3
PAGE_EXECUTE_WRITECOPY .
= committed copy-on-write page results In & private copy of the page being made for the process. The private page is marked 3s
0x50 PAGE_EXECUTE_READWRITE snd the change is written 10 1he new pags.

Tnis flag = not supported by the VirtualAlloc or VirtualAllocEx funchons.

Windows Vista, Windows Server 2003, and Windows XP: This attribute s not supparied by the CreateFileMapping
function until Windows Vista with SP1 and Windows Server 2008,

Dizables 3k access to the committed region of pages. An attempt 1o read from, write 10, or asecute the committed PowN results

PAGE_NOACCESS in an access vickstan
Ox01
This fiag = not supported by the CreateFileMapping function,
Enadles read-only acoess to the committed region of pages. An attempt 10 write to the committed region fesults in an acoess
PAGE_READONLY valation. If Data Execution Prevention is enabled. an attempt to execute code i the commtied region results m an access
0x02 wvolation
Enabies read-only or read/write access 10 the comemvtted region of pages. If Data Execunon Preventon is enabled. attempring to
READWRITE = ;
PAGE_ executs coge in the committed region results in 5n sccess Wolation
0x04
Enables read-only Or copy-on-write acoess 10 a magped vew of 3 file mapping otsert, An attempt to writs to & commitiad
WRITECOPY ; o :
PAGE_ COpy-an-wiite page results in @ prvate copy of the pape baing made for the process. The private page is marked as
0508 PAGE_READWRITE and the change i5 written 1o the new page. if Data Bmcuton Prevention is enabled. attempting 1o #xsoste

code in the committed region resuts in an access volation,

This fag = not supported by the VirtualAlloc or VirtualAllocEx functions.
7

Sete Al locations |n the pages as rvald targets for CFG. Uied slona with any sxecute page protection lks PAGE_EXECUTE
PAGE TARGETS_INVALID PAGE_EXECUTE READ. PAGE_EXECUTE READWRITE 2nd PAGE_EXECUTE WRITECOPY, Any Indirect call 10 focations in thase
040000000 pages wifi fad CFG chacks and the progess wil De terminated, The gefault behavior for exacutable pages sllocated Is 10 be marcey
vaid call targets for CFG

This flag s not supparted by the VirtualProtect or CreateFileMapping functons

Pages in tha region will not have ther CFG infarmation updated while the protecton changes for ViFtualProtect. For exampls, it
PAGE_TARGETS_NO_UPDATE ;. pages in the regon was afocated usng PAGE TARGETS INVALID, then the invalid information wil be maintained whie the
0xd0000000 page protection changes This flag is only vald when the protection changes 10 an executable type e PAGE_EXECUTE
PAGE_EXECUTE_READ, PAGE_EXECUTE_READWRITE and PAGE_EXECUTE WRITECOPY. The defuult behavior for
VirtuaiProtect protection change to executsble & 10 mark sl locstions as vald call targets for OFG,

qr
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Constant/value Description

Pages in the region become Quard pages. Any attemps 10 F0Cess 4 gUard Page Ganlies 1he system 1o rase &
PAGE_GUARD STATUS_GUARD_PAGE_VIOLATION exception and turn off the guard page status. Guard pages thus act a5 3 one-teme access alarm

"

bx100 For moes information; see Creating Guand Pages.

YWhnen an access attempt leads e System 10 tum off Quard page StaTus. e undedying page protection 1akes over

M 8 Quard page Exteption 0ocuns during & System secvice the sendce typicaly retums 4 falure s1atus Indicstor

This value cannot be used with PAGE_NOACCESS

This fag is not supported by the CreateFileMapping functicn

Sets al pages 10 be non-cathable. Appications should not use this attribute except when expliatly requirad for 3 cewce. Using the
PAGE_NOCACHE interlocked functors with memary that & mapped with SEC_NOCACHE can result in an EXCEPTION_ILLEGAL INSTRUCTION
0x200

axception
The PAGE_NOCACHE flag cannot be uisd with the PAGE_GUARD. PAGE NOACCESS. or PAGE_WRITECOMBINE flags

The PAGE_NOCACHE Mag can be used only when siotating prvate memnory with the VietuslAlloc. VirtualANocEx o
VirtualAlocExNuma functions, To enable non-cached memory arcess for shared memery, specdy the SEC_NOCACHE fag when caling
the CreateFileMapping function

Sots al pages 10 be write-combined

PAGE WRITECOMBINE
Ced00 Appiications shoule not use This attributs sxcept when axplicitiy requesd for 3 device. Usng the mteriocxd funchons with mamory that

i1 mapped &1 wrile-combined can result in &0 EXCEPTION_ILLEGAL INSTRUCTION exception.
The PAGE_WRITECOMBINE flag rannot be specfed with 1he PAGE_NOACCESS PAGE_ GUARD. »nd PAGE_NOCACHE flags,

The PAGE WRITECOMBINE fiag can be wuzed only when allocating privaze memory with the VirtualAlloc VirtualAllocEx or
VirtualAlocExNuma Tunctons, 10 enabie write-combmed memory ac0ess for Ihares memary, iecy the SEC_WRITECOMBINE #ig
wher; caling the CreateFileMapping function

Windows Server 2003 and Windows XP: This flag is not suppaorted unti Windows Server 2003 wih SP1,

-~ oo\

Constant Description

The page tontains 2 thread control structure (TCS).

PAGE_ENCLAVE THREAD CONTROL

The page contents that you supply are sxduded from meagirement with the EEXTEND instruction of the Intes SGX

PAGE ENCLAVE UNVALIDATED

programmng model

. % 174

https://msdn.microsoft.com/en-us/library/windows/desktop/aa366786%28v=vs.85%29.aspx '™
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Function Name

frell()

fgetpos (), fzetpos ()

mbrtowc (), mbartowes ()

signal ()

wertomb (), wesrtombs ()

mbrtocle (), mbrtoc32 ()

clertomb (), cr3Zrtomb ()

Return Value
-1L

MNonzero
(size_t) (-1)
SIG ERR
(size_t) (-1)
(size_t) (-1)

(size t) (-1)

errnc Value

Positive

Positive

EILSEQ

Positive

EILSEQ

EILSEQ

EILSEQ

L 5 el ge Ol 53 (ks

Function Name

fgetwe (), fputwe ()

=ztrtol (), weatol ()

strtoll (), westoll ()

strtoul (), woestoul {})

strtoull (}, westoull ()

strtoumax (), westoumas )

strtod(), westod ()

strtof (), westof ()

strtold(), westold()

strtoimax (), wocstoimax ()

Return Value

WEOF

LONG MIN Of LONG MEX
LLONG MIN OF LLONG MAX
ULONG MAX

ULLONG MAX

UINTMAY MEX

0 Or +HUGE VAL

0 Of +HUGE VALF

0 Or +HUGE VALL

INTMAYX MIN, INTMARX MAX

2 0bey 3 Ol 5l 23850 pslie &S ol

errnc Value

EILSEQ

ERANGE

ERANGE

ERANGE

ERANGE

ERANGE

EEANGE

ERANGE

ERLNGE

ERANGE

a0
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Function Domain Range Pole
acos (x) -1 <= x 868 x <= 1 Mo No
asin(x) -1 <= x 868 x <= 1 Yes No
atan (x) None Yes MNo
atan2(y, x) x '=0 & v =0 Mo MNo
acosh (%) x »= 1 Yes Mo
asinh (%) Mone Yes Mo
atanh (x) -1 < x &8 x < 1 Yes Yes
cosh (x}, sinh (x) MNone Yes No
exp (%), exp2 (%), expml (x) Mone Yes Mo
ldexp(x, exp) None Yes Mo
log(x}, logld(x)}, logZ2 (x) x »>= 0 Mo Yes
loglp(x) x >= -1 Mo Yes
iloghk (x) ¥ '= 0 g& 'isinf(x) &z& 'isnan(x) Yes Mo
logb (x) x =10 Yes Yes
scalbn(x, n), scalbln(x, n) Mone Yes Mo
hypot (x, ¥) Mone Yes Mo
pow (%, v) x>0 1l (g ==0 & v >0} Il Yes Yes
(x < 0 && yis an integer)
sgrt (x) x »>= 0 Mo No
erf (x) None Yes No
erfoc(x) None Yes Mo
lgamma (x), tgamma (x) x '=0 &' (x <« 0 & xisaninteger) Yes Yes
lrint(x), lround (x) Mone Yes Mo
fmod (x, y), remainder(x, v¥), v != 0 Yes Mo

remdqua (%, v, guo)
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Function

nextafter(x, y),

nexttoward (x, ¥)
fdim{x, v)

fma (=, v, z)

Function

aligned alloc()
asctime_s()
at_quick exit()
atexit()
b=earch()
bsearch s()
btowc ()
clertomb ()
c32rtomb ()
calloc()
clock()
cnd_broadcast()
cnd_init()

cnd signal()
cnd_timedwait()
cnd wait ()
ctime =()
feolos=e ()
fflush()
fgetc()

fogetpos ()

fgets ()

fgetwe ()
fopen()

fopen_=()

Doemain

Mone

Mone

Mone

Successful Return
Pointer to space

]

=1

Pointer to matching element
Pointer to matching element
Converted wide character
Number of bytes

Number of bytes

Pointer to space

Processor time

thrd success

thrd success
thrd_success

thrd success
thrd_success

]

=1

Character read

Pointer to string
Wide character read

Pointer to stream

Range Pole

Yes Mo
Yes Mo
Yes Mo

Error Return

NULL

MNonzero

Monzero

MNonzero

NULL

NULL

WECE

(size_t) (-1)
(size_t) (-1)
NULL

(clock_t) (-1)
thrd_error
thrd_nomem OF thrd error
thrd error
thrd_timedout Of thrd_error
thrd error
Nonzero

EOF (negative)

ECF (negative)

faleral

Monzero, errno > 0
NULL

WECE'

NULL

MNonzero

v
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Function

fprintf ()
fprintf =()
fpute()
fputs ()
fputwe ()
fputws ()
fread()
freopen()
frecpen_s()
fecanf ()
fscanf =()
faeek()
feetpos ()
ftell ()
fwprintf ()
fuprintf s()
fwrite()
fwacanf ()
fuscanf s()
gete ()
getchar ()
getenv()
getenv_s()
gets_s=()

getwe ()

Successful Return

Number of characters (nonnegative)
Number of characters (nonnegative)
Character written

Nonnegative

Wide character written

Nonnegative

Elements read

Pointer to stream

Number of conversions (nonnegative)
Number of conversions (nonnegative)

0

File position
Mumber of wide characters (nonnegative)
Mumber of wide characters (nonnegative)
Elements written

Number of conversions (nonnegative)
Number of conversions (nonnegative)
Character read

Character read

Pointer to string

Pointer to string

Pointer to string

Wide character read

Error Return

Negative
Negative

EOF2

ECF (negative)
WEOF

ECF (negative)
Elements read
NULL

Nonzero

ECF (negative)
ECF (negative)
Nonzero
MNonzero, errno > 0
-1L, errno > 0
Negative
Negative
Elements written
ECF (negative)
ECF (negative)
zoF!

EoF!

NULL

NULL

NULL

WEOF

aA
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Function

getwe ()

getwchar ()

gmtime ()

gmtime =()
localtime ()
localtime =()
malloc()

mblen(), = != NULL
mbrlen(), = != NULL
mbrtocla ()

mbrtoc32 ()
mbrtowc (), = != NULL
mbsrtowcs ()
mbsrtowes_s ()
mbstowes ()
mbstowes_= ()

mbtowc (), = != NULL
memchr ()

mktime ()

mtx_init()

mtx lock()

mtx timedlock()
mtx_trylock()
mtx_unlock()

printf =()

Successful Return

Wide character read

Wide character read
Pointer to broken-down time
Pointer to broken-down time
Pointer to broken-down time
Pointer to broken-down time
Pointer to space

Number of bytes

Mumber of bytes or status
Mumber of bytes or status
Mumber of bytes or status
Mumber of bytes or status

Number of non-null elements

Number of non-null elements

Number of bytes

Pointer to located character
Calendar time

thrd success

thrd success

thrd success

thrd success

thrd success

Mumber of characters (nonnegative)

Error Return

WEOF
WEOF
NULL
NULL
NULL
NULL
NULL
-1

(size_t) (-1)

(size_t) (-1),
(size_t) (-1),
(size_t) (-1),

(size_t) (-1),

MNonzero
(size_t) (-1)
MNonzero

-1

NULL

(time t) (-1)
thrd error

thrd error

thrd timedout Of thrd error

thrd busy Or thrd error

thrd error

Negative

errnc

errnc

errnc

errnc

a4
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Function
pute()
putwe ()
raize()
realloc()
remove ()
rename ()
=zetlocale()
zetvbuf ()
=cant ()
scanf s()
signal()
snprintf ()
spprintf s()
sprintf ()
sprintf s()
==canf ()
sscanf_s()
strchr()
strerror_s()
strftime ()
strpbrk()
strrchr()
strstr()
strtod()

strtof ()

Successful Return
Character written

Wide character written

Pointer to space

o]

Pointer to string

0

Number of conversions (nonnegative)

Number of conversions (nonnegative)

Pointer to previous function

Number of characters that would be written (nonnegative)
Number of characters that would be written (nonnegative)
Number of non-null characters written

Number of non-null characters written

Number of conversions (nonnegative)

Number of conversions (nonnegative)

Pointer to located character

Number of non-null characters
Pointer to located character
Pointer to located character
Pointer to located string
Converted value

Converted value

Error Return
EOF?

WEOF

Nonzero

NULL

Nonzero
Nonzero

NULL

Nonzero

ECF (negative)
ECF (negative)
SIG_ERR, errnc > 0
Negative
Negative
Negative
Negative

ECF (negative)
ECF (negative)
NULL

MNonzero

NULL
NULL
NULL
0, errno == ERANGE

0, errno == ERANGE
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Function

strtoimax ()
strtok()
strtok_s()
strtol ()
strtold()
strtoll ()
strtoumax ()
strtoul ()
strtoull ()
strxfrm()
swprintf ()
swprintf s()
swacant ()
swscanf s()
thrd create()
thrd detach()
thrd join()
thrd sleep()
time ()
timespec_get()
tmpfile ()
tmpfile =()
tmpnam ()
tmpnam s ()

tss_create ()

Successful Return

Converted value

Pointer to first character of a token
Pointer to first character of a token
Converted value

Converted value

Converted value

Converted value

Converted value

Converted value

Length of transformed string
Number of non-null wide characters
Number of non-null wide characters
Number of conversions (nonnegative)
Number of conversions (nonnegative)
thrd_success

thrd success

thrd success

0

Calendar time

Base

Pointer to stream

Mon-null pointer

thrd success

Error Return

INTMRX MRX Of INTMAX MIN, errno == ERANGE
NULL

NULL

LONG_MRX Of LONG MIN, errno == ERANGE
0, errno == ERANGE

LLONG MRX Of LLONG MIN, errno == ERRNGE
UINT]-EX_]-E—‘,X‘ errno == ERANGE
ULONG_MRXY, errno == ERANGE

ULLONG MARX, errno == ERRNGE

= mn

Negative

Negative

ECF (negative)
ECF (negative)
thrd_nomem Of thrd error
thrd error
thrd error
Negative
(time_t) (-1)
Q

NULL

MNonzero

NULL

MNonzero

thrd error
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Function

tss_get()
tss_set()
ungetec ()
ungetwe ()
viprintf ()
viprintf =()
vizcanf ()
viscanf s()
viwprintf ()
viwprintf s()
viwscanf ()
viwscanf s()
vprintf =()
vacant ()
vscanf_s()
venprintf ()
vsnprintf s()
vsprintf ()
vsprintf s()
vescanf ()
vesscanf_=()
vewprintf ()
vewprintf s()
vewscant ()

vewscanf s ()

Successful Return

Value of thread-specific storage

thrd success

Character pushed back

Character pushed back

Number of characters (nonnegative)

Number of characters (nonnegative)

Number of conversions (nonnegative)
Number of conversions (nonnegative)
Number of wide characters (nonnegative)
Number of wide characters (nonnegative)
Number of conversions (nonnegative)
Number of conversions (nonnegative)
Number of characters (nonnegative)

Number of conversions (nonnegative)
Number of conversions (nonnegative)
Number of characters that would be written (nonnegative)
Number of characters that would be written (nonnegative)
Number of non-null characters (nonnegative)
Number of non-null characters (nonnegative)
Number of conversions (nonnegative)
Number of conversions (nonnegative)
Number of non-null wide characters

Number of non-null wide characters

Number of conversions (nonnegative)

Number of conversions (nonnegative)

Error Return

thrd error
EOF (see below)
WEOF
Negative
Negative

EOF (negative)
EOF (negative)
Negative
Negative

EOF (negative)
EOF (negative)
Negative

EOF (negative)
EOF (negative)
Negative
Negative
Negative
Negative

EOF (negative)
EOF (negative)
Negative
Negative

EOF (negative)

EOF (negative)

—
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Function
wortomb ()
weschr ()
wesftime ()
wespbrk()
wesrchr ()
wesrtombs ()
wesrtombs_=()
wesstr()
wostod ()
westof ()
wostoimax ()
wostok ()
westok =()
westol ()
wostold()
westoll ()
westombs ()
westombs_s ()
wostoumax ()

westoul ()

westoull ()

wesxfrm()

wotob ()

wctomb (), =5 !'= NULL
wctomb s(), s != NULL

Successful Return

Number of bytes stored

Pointer to located wide character
Number of non-null wide characters
Pointer to located wide character
Pointer to located wide character

Number of non-null bytes

Pointer to located wide string

Converted value

Converted value

Converted value

Pointer to first wide character of a token
Pointer to first wide character of a token
Converted value

Converted value

Converted value

Number of non-null bytes

Converted value

Converted value

Converted value

Length of transformed wide string
Converted character

Number of bytes stored

Number of bytes stored

Error Return
(size_t) (-1)

NULL

NULL

NULL

(size_t) (-1), errno == EILSEQ

MNonzero

NULL

0, errno == ERANGE

0, errno == ERANGE

INTMAX MRX OF INTMAX MIN, errno == ERANGE
NULL

NULL

LONG_MRX Of LONG MIN, errno == ERANGE
0, errno == ERAENGE

LLONG_MRX Of LLONG_MIN, errno == ERANGE
(size_t) (-1)

MNonzero

UINTMAX MRX, errno == ERRNGE
ULONG_MRX, errno == ERANGE

ULLONG MRX, errno == ERANGE

> n

ECF
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IDE: Microsoft Visual Studio 2013 Update 5

Compiler: Intel C++ Compiler 15 (Intel Parallel Studio XE 2015 Update 2
Cluster Edition), Microsoft Visual C++ Compiler

Debugger: Microsoft Visual Studio 2013 Update 5 Built-in Win32 Debt%

Disassembler: Microsoft Visual Studio 2013 Update 5 Built-in Disassembler
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2- Secure Programming Cookbook for C and C++

@l:.a \Y

1- Secure Coding in C and C++ Second Edition

Robert C. Seacord :suws s
Addison-Wesley Professional Lzl

ISBN-10: 0-321-82213-7 %?
ISBN-13: 978-0-321-82213=
:°"\JW’:’.9-;
:C;bl.é’.&:.i‘
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3- Cert.Org Secure Coding

f Q
https://securecoding.cert.org ;'

4- SEI Digital Library @;&

http://resources.sei.@u.édu
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